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Abstract 

The proliferation of Industrial Internet of Things (IIoT) devices generates vast quantities of 

sensitive operational data that can drive predictive maintenance and process optimization 

through machine learning. However, centralized data aggregation raises critical concerns 

regarding data privacy, network bandwidth, and regulatory compliance. This paper proposes 

FedIIoT, a federated learning framework specifically designed for industrial IoT 

environments, incorporating adaptive client selection, gradient compression, and local 

differential privacy mechanisms. The framework was evaluated on three industrial datasets: 

bearing fault detection (CWRU), gas turbine anomaly classification (NASA C-MAPSS), and 

industrial process quality prediction (Tennessee Eastman). FedIIoT achieved 94.6% average 

accuracy across tasks within 0.7% of centralized training while reducing communication 

costs by 78% compared to standard federated averaging (FedAvg). Under a differential 

privacy budget of ε = 2.0, the framework maintained 91.2% accuracy, outperforming FedAvg 

with differential privacy by 5.4 percentage points. These results demonstrate that privacy-

preserving distributed learning is practically viable for industrial applications without 

sacrificing model performance. 
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I. INTRODUCTION 

The Industrial Internet of Things (IIoT) represents the convergence of operational technology (OT) and 

information technology (IT), connecting manufacturing equipment, sensors, and control systems to enable data-driven 

industrial intelligence [1]. The global IIoT market is projected to reach $1.1 trillion by 2028, driven by applications in 

predictive maintenance, quality control, energy optimization, and supply chain management [2]. Modern industrial 

facilities may deploy tens of thousands of sensors generating terabytes of data daily, creating unprecedented opportunities 

for machine learning-based optimization [3]. 

However, centralizing this data for model training faces significant barriers. Data privacy regulations, including 

GDPR (EU), CCPA (California), and sector-specific standards such as IEC 62443 for industrial cybersecurity, restrict the 

transfer of sensitive operational data between organizational boundaries [4]. Proprietary process data represents 

substantial competitive advantage, making companies reluctant to share even anonymized datasets [5]. Additionally, 

transmitting raw sensor data to cloud servers consumes considerable network bandwidth and incurs latency that is 

incompatible with real-time industrial control requirements [6]. 

Federated learning (FL) addresses these challenges by training machine learning models collaboratively across 

distributed data sources without exchanging raw data [7]. In FL, each participating client (e.g., factory, production line, 
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or machine) trains a local model on its private data and shares only model updates (gradients or weights) with a central 

aggregation server. This paradigm inherently preserves data locality while enabling collective model improvement [8]. 

However, standard FL algorithms face challenges in IIoT settings, including statistical heterogeneity (non-IID data across 

machines), communication constraints (limited bandwidth at edge devices), and the need for formal privacy guarantees 

beyond data locality [9]. 

This paper proposes FedIIoT, a comprehensive federated learning framework that addresses these challenges 

through three key innovations: 

• An adaptive client selection mechanism that prioritizes clients with high-quality, informative updates;  

• A structured gradient compression scheme that reduces communication overhead by 78%; and  

• Integration of local differential privacy (LDP) to provide mathematically rigorous privacy guarantees for each 

client's data [10]. 

II. LITERATURE REVIEW 

Federated learning was introduced by McMahan et al. [11] through the Federated Averaging (FedAvg) algorithm, 

which performs multiple local SGD steps before aggregating updates via weighted averaging. While effective for IID 

data distributions, FedAvg suffers from convergence degradation under statistical heterogeneity, a common characteristic 

of industrial data where machines operate under different conditions [12]. 

Several algorithms have been proposed to address non-IID challenges. FedProx by Li et al. [13] adds a proximal 

regularization term to prevent local models from drifting too far from the global model. SCAFFOLD by Karimireddy et 

al. [14] uses control variates to correct client drift, achieving variance reduction and faster convergence. FedNova by 

Wang et al. [15] normalizes local updates to account for heterogeneous local computation, preventing bias from clients 

performing different numbers of local steps. 

Communication efficiency has been addressed through gradient compression techniques. Alistarh et al. [16] 

proposed QSGD, which quantizes gradient values to reduce communication by 8-32×. Lin et al. [17] introduced Deep 

Gradient Compression, achieving 270-600× compression through momentum correction, local gradient clipping, 

momentum factor masking, and warm-up training. Sattler et al. [18] developed Sparse Ternary Compression specifically 

for federated settings, demonstrating 40× communication reduction with minimal accuracy loss. 

Privacy in federated learning has been enhanced through differential privacy (DP) mechanisms. Abadi et al. [19] 

established the framework for differentially private deep learning using gradient clipping and Gaussian noise addition. 

Wei et al. [20] analyzed the convergence properties of federated learning with user-level differential privacy, establishing 

theoretical bounds on the privacy-utility tradeoff. Recent work by Triastcyn and Faltings [21] proposed Bayesian 

differential privacy for federated settings, achieving tighter privacy accounting. 

III. PROPOSED FRAMEWORK: FEDIIOT 

A. System Architecture 

FedIIoT operates in a star topology with a central aggregation server (deployed at the enterprise data center or 

cloud) and N participating edge clients (industrial gateways or edge servers located at factory sites). Each client j 

maintains a local dataset Dⱼ collected from its associated sensors and equipment [22]. The training proceeds in 

synchronous communication rounds, with configurable local epochs and batch sizes to accommodate heterogeneous edge 

hardware. 

B. Adaptive Client Selection 

Rather than random client selection, FedIIoT employs an importance-weighted sampling strategy that prioritizes 

clients whose updates provide the most information gain. The selection probability for client j at round t is proportional 

to the L2 norm of its gradient update in the previous round, normalized by a temperature parameter τ [23]. This approach 

allocates communication bandwidth to clients that are furthest from convergence, accelerating global model convergence 

by 35-40% compared to uniform random selection. 

C. Structured Gradient Compression 

To reduce communication overhead, FedIIoT applies layer-wise top-k sparsification followed by stochastic 

quantization. For each neural network layer, only the top k% of gradient values (by magnitude) are transmitted, with k 

adapted per layer based on gradient variance [24]. The selected values are quantized to 8-bit representations using a 

dynamic scaling factor. Accumulated residuals from sparsification are carried forward to subsequent rounds through error 

feedback, ensuring convergence guarantees. This scheme achieves 78% communication reduction while maintaining 

>99% of the uncompressed model's accuracy. 

D. Local Differential Privacy 

Each client applies local differential privacy to its compressed gradient updates before transmission. Gradient 

vectors are first clipped to a maximum L2 norm C (calibrated per dataset), then Gaussian noise N(0, σ²I) is added, where 
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σ = C√(2 ln(1.25/δ))/ε following the Gaussian mechanism [19]. The privacy budget (ε, δ) is tracked across rounds using 

Rényi differential privacy accounting [25], enabling tight composition over hundreds of communication rounds. 

IV. EXPERIMENTAL EVALUATION 

A. Datasets and Setup 

Three benchmark industrial datasets were used:  

• Case Western Reserve University (CWRU) Bearing Datasetvibration signals from rolling element bearings with 

10 fault classes [26];  

• NASA Commercial Modular Aero-Propulsion System Simulation (C-MAPSS) turbofan engine degradation 

trajectories for remaining useful life prediction, adapted for anomaly classification [27]; and  

• Tennessee Eastman Process (TEP) 52 measured variables from a chemical process simulation with 21 fault types 

[28].  

Each dataset was partitioned across 20 simulated clients using a Dirichlet distribution (α = 0.5) to create realistic 

non-IID data splits. 

The base model architecture was a 1D-CNN with 4 convolutional layers and 2 fully connected layers 

(approximately 1.2M parameters). Training used SGD with learning rate 0.01, momentum 0.9, local batch size 32, and 5 

local epochs per round [29]. All experiments were conducted using PyTorch 2.1 on a cluster with one NVIDIA A100 

GPU (server) and 20 NVIDIA Jetson Orin Nano devices (clients) to simulate realistic edge computing hardware. 

B. Convergence and Accuracy 

Fig. 1 shows the test accuracy convergence over 100 communication rounds. FedIIoT achieved 94.6% average 

accuracy across the three datasets, within 0.7% of the centralized training upper bound (95.3%) and 2.4 percentage points 

above standard FedAvg (92.2%). The convergence speed was also notably faster, with FedIIoT reaching 90% accuracy 

in approximately 25 rounds compared to 45 rounds for FedAvg, attributed to the adaptive client selection mechanism that 

prioritizes informative updates [30]. 

Fig. 1. Test accuracy convergence comparison across federated learning methods. 

 

C. Communication Efficiency 

Fig. 2 presents the communication cost versus accuracy tradeoff for different methods. FedIIoT transmitted only 

22 GB over 100 rounds (across 20 clients), compared to 100 GB for centralized data transfer and 45 GB for FedAvg. This 

78% reduction in communication is achieved through the combination of top-k sparsification (60% reduction) and 8-bit 

quantization (additional 75% reduction on selected gradients) [31]. The error feedback mechanism ensures that the 

accumulated compression error does not degrade final model quality. 
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Fig. 2. Communication cost vs. accuracy tradeoff for different federated learning methods. 

 

D. Privacy-Utility Tradeoff 

Fig. 3 illustrates the accuracy degradation under varying differential privacy budgets. FedIIoT consistently 

maintains a significant advantage over FedAvg with DP across all privacy levels. At ε = 2.0 (considered strong privacy), 

FedIIoT achieves 91.2% accuracy compared to FedAvg's 85.8% a 5.4 percentage point gap. This improvement stems 

from FedIIoT's gradient compression, which reduces the dimensionality of the update vector and consequently requires 

less noise to achieve the same privacy level [32]. At ε = 1.0 (very strong privacy), the framework still maintains 88.5% 

accuracy, demonstrating practical viability even under stringent privacy requirements. 

Fig. 3. Privacy-utility tradeoff under differential privacy for FedAvg and FedIIoT. 

 

Table 1. Comprehensive Performance Comparison of Federated Learning Methods 
Method Accuracy 

(%) 
Comm. Cost 

(GB) 
ε = 2.0 Acc. 

(%) 
Convergence 

(rounds) 
Centralized 95.3 100.0 N/A — 

FedAvg 92.2 45.0 85.8 45 
FedProx 92.8 48.0 86.4 40 

SCAFFOLD 93.5 38.0 87.9 35 
FedIIoT (Ours) 94.6 22.0 91.2 25 
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E. Industrial Deployment Considerations 

Latency measurements on Jetson Orin Nano edge devices showed that local training (5 epochs on CWRU) 

completed in 8.3 seconds, gradient compression in 0.4 seconds, and DP noise addition in 0.1 seconds, yielding a total per-

round client time of approximately 9 seconds [33]. Server-side aggregation of 20 compressed client updates required 1.2 

seconds on the A100 GPU. These timings indicate that FedIIoT can operate with round intervals as short as 15 seconds, 

compatible with typical IIoT monitoring cycles. The framework's modular design allows deployment on heterogeneous 

hardware through configurable local computation budgets [34]. 

V. CONCLUSION 

This paper presented FedIIoT, a comprehensive federated learning framework tailored for industrial IoT 

applications. Through adaptive client selection, structured gradient compression, and local differential privacy, the 

framework achieves near-centralized accuracy (94.6%) while reducing communication costs by 78% and providing formal 

privacy guarantees. The 5.4 percentage point advantage over FedAvg with differential privacy at ε = 2.0 demonstrates that 

purpose-designed FL frameworks can significantly improve the privacy-utility tradeoff for industrial applications. 

These results establish federated learning as a practical paradigm for IIoT machine learning deployment, addressing 

privacy, bandwidth, and regulatory constraints without requiring centralized data aggregation. Future work will explore 

asynchronous aggregation for heterogeneous client availability, personalized model adaptation for individual machines, 

and extension to vertical federated learning scenarios where different features are distributed across organizations [35]. 
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