
PREFACE TO THE EDITION 

The rapid evolution of computing technologies continues to reshape the ways organizations design 

software, manage digital infrastructure, and harness emerging innovations. The current issue of the 

Peer-Reviewed Journal of Computer Science (PRJCS) brings together a set of scholarly contributions 

that explore contemporary developments across software engineering, artificial intelligence, 

cybersecurity practices, networking performance, and emerging computational paradigms. 

Collectively, the articles in this issue highlight the dynamic interplay between theoretical advancements 

and practical implementations in modern computing environments. 

The opening article, “Low-Code Development: When It Works and When To Code,” examines the 

growing adoption of low-code development platforms in enterprise software environments. By 

comparing low-code tools with traditional programming approaches across multiple application 

categories, the study identifies scenarios where visual development environments significantly 

accelerate productivity while also acknowledging contexts where conventional coding remains 

indispensable. The proposed decision framework provides valuable guidance for organizations 

evaluating development strategies in an increasingly platform-driven ecosystem. 

Security integration in software development forms the focus of the second article, “Integrating 

Security Into Development: DevSecOps Fundamentals.” Recognizing the limitations of traditional 

security models that treat protection mechanisms as a final checkpoint, the study explores the 

DevSecOps approach that embeds security practices throughout the development lifecycle. By mapping 

security activities to different stages of the development pipeline, the article demonstrates how 

organizations can improve vulnerability management, reduce security risks, and maintain rapid 

deployment cycles. 

The third contribution, “AI Tools for Small Businesses: Ten Practical Applications,” reflects the 

expanding accessibility of artificial intelligence technologies. With the proliferation of software-as-a-

service AI platforms, even small organizations can now leverage capabilities once reserved for large 

enterprises. This article evaluates practical AI applications across several business functions, including 

marketing, customer service, financial operations, and human resource management, illustrating how 

carefully selected tools can enhance operational efficiency and decision-making. 

Advancing into the frontier of next-generation computing, “Quantum Computing: A Beginner's 

Guide to Future Processing” provides an accessible yet comprehensive introduction to quantum 

computing principles. The article explains foundational concepts such as qubits, superposition, and 

entanglement while examining current hardware approaches and potential application domains. It also 

discusses the implications of quantum advancements for cryptographic systems and the emerging field 

of post-quantum security. 

Completing the issue, “Performance Analysis of TCP and UDP in Wireless LANs” investigates the 

behavior of transport-layer protocols within wireless networking environments. Using simulation-based 

experimentation across different IEEE 802.11 standards, the study analyzes throughput, latency, packet 

loss, and reliability characteristics of TCP and UDP protocols. The findings offer practical insights for 

network designers and application developers working within increasingly wireless-centric 

infrastructures. 

Together, the contributions in this issue reflect the diversity and depth of contemporary research in 

computer science. From development methodologies and secure software practices to artificial 

intelligence adoption, quantum technologies, and network performance analysis, these studies illustrate 

how computing research continues to address both emerging challenges and practical technological 

needs. 

The editorial team of PRJCS extends sincere appreciation to the authors for their valuable contributions 

and to the reviewers for their thoughtful evaluations that uphold the scholarly standards of the journal. 

It is our hope that the research presented in this issue will stimulate further inquiry, innovation, and 

collaboration within the global computer science community. 

Dr. Mini T V  

Chief Editor 
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Abstract 

Low-code development platforms have emerged as a significant force in enterprise software 

delivery, promising accelerated application development through visual interfaces and pre-

built components. This paper evaluates the capabilities and limitations of low-code platforms 

through comparative analysis with traditional software development approaches. The study 

examines six application categories to determine where low-code platforms deliver genuine 

productivity gains and where traditional coding remains necessary. Drawing on market data, 

vendor assessments, and published case studies, the paper identifies internal workflow 

automation and departmental applications as the strongest use cases for low-code, while 

complex integrations, high-performance applications, and products requiring fine-grained 

customization continue to demand traditional development. A decision framework is 

proposed to help organizations determine the appropriate development approach for each 

project. 

 

Keywords: - low-code development, no-code platforms, citizen development, rapid application development, software 

engineering 

 

I. INTRODUCTION 

The demand for custom software applications continues to outpace the supply of professional developers by a wide 

margin. Gartner estimates that enterprise IT demand for application development will grow at least five times faster than 

IT capacity to deliver it [1]. This gap has fueled the rapid growth of low-code and no-code development platforms, which 

enable users to create applications through graphical user interfaces, drag-and-drop components, and minimal hand-

written code. 

The global low-code development platform market has grown rapidly, with market estimates placing 2022 

revenues above $20 billion and projections indicating continued strong growth [2]. Major vendors including Microsoft 

(Power Apps), Salesforce (Lightning), OutSystems, Mendix, and Appian have invested heavily in expanding platform 

capabilities, blurring the traditional boundary between professional development tools and business-user-oriented 

builders. 

However, the enthusiasm surrounding low-code has generated inflated expectations. Not every application is a 

suitable candidate for low-code development, and organizations that adopt these platforms without a clear understanding 

of their limitations risk accumulating technical debt, vendor lock-in, and applications that cannot scale to meet evolving 

requirements [3]. This paper provides a balanced assessment to help IT teams make informed decisions about when to 

use low-code platforms and when traditional development is the more appropriate choice. 
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Figure 1: Global low-code development platform market size, 2020-2024 [2]. Market size figures are illustrative 

estimates based on published industry projections. 

 

II. DEFINING LOW-CODE DEVELOPMENT 

Low-code platforms provide visual development environments where applications are assembled primarily 

through configuration rather than programming. Forrester Research, which coined the term in 2014, defines low-code 

platforms as products that enable rapid application delivery with minimal hand-coding and quick setup and deployment 

[4].  

These platforms typically offer visual data modeling, drag-and-drop interface builders, workflow automation 

engines, and pre-built connectors for common enterprise systems.No-code platforms represent a further abstraction, 

targeting business users with no programming experience. 

 While the distinction between low-code and no-code is often blurred, low-code platforms generally allow 

professional developers to extend applications with custom code, whereas no-code platforms restrict users to the 

capabilities provided by the visual builder [5]. This paper focuses primarily on low-code platforms that serve both 

professional developers and technically proficient business users. 

III. STRENGTHS OF LOW-CODE PLATFORMS 

A. Development Speed 

The most cited advantage of low-code platforms is reduced development time. By providing pre-built UI 

components, data connectors, and deployment automation, these platforms eliminate much of the repetitive scaffolding 

work that consumes developer time in traditional projects.  

Forrester reports that low-code platforms can substantially reduce development time for suitable application types, 

with vendor-reported reductions ranging from 50% to 90% [4]. This acceleration applies most strongly to CRUD (Create, 

Read, Update, Delete) applications, form-based workflows, and reporting dashboards. 

B. Citizen Development 

Low-code platforms enable non-developers in business departments to build applications that address their own 

operational needs, reducing the backlog on central IT teams. This citizen development model works best when supported 

by governance frameworks that establish security standards, data access policies, and review processes [6]. Without 

governance, citizen development risks creating shadow IT assets that bypass security controls and data management 

policies. 

C. Standardization 

Applications built on low-code platforms inherit consistent design patterns, security controls, and deployment 

practices defined at the platform level. This standardization reduces the variability that often accompanies projects 

developed by different teams using different technology stacks [7]. 
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Figure 2: Development lifecycle duration comparison: traditional vs. low-code [4]. Duration values are 

illustrative based on general industry benchmarks. 

 

IV. LIMITATIONS AND RISKS 

A. Customization Constraints 

Low-code platforms impose boundaries defined by their visual builders and component libraries. Applications 

requiring highly customized user interfaces, complex business logic, or non-standard integrations frequently exceed these 

boundaries, forcing developers into workarounds that negate the platform's productivity benefits [8]. The more an 

application deviates from the platform's intended patterns, the more difficult it becomes to build and maintain. 

B. Vendor Lock-In 

Applications built on proprietary low-code platforms are tightly coupled to the vendor's infrastructure, data models, 

and runtime environment. Migrating a low-code application to a different platform or to traditional code typically requires 

a complete rewrite, as the visual models and platform-specific abstractions do not translate to portable formats [9]. This 

dependency gives vendors significant pricing leverage at renewal time. 

C. Scalability Concerns 

While low-code platforms handle moderate workloads adequately, applications that need to support thousands of 

concurrent users, process large data volumes, or meet strict performance requirements may encounter limitations. The 

abstraction layers that enable rapid development add runtime overhead that can impact response times and throughput 

under heavy load [10]. 

D. Security and Compliance 

The ease of application creation on low-code platforms raises security concerns. Citizen developers may 

inadvertently expose sensitive data, create applications with insufficient access controls, or bypass data residency 

requirements. Organizations must establish governance frameworks that include security reviews, data classification 

policies, and deployment approvals for low-code applications [11]. 

Table I. Low-Code Platforms: Strengths and Limitations 

Dimension Strength Limitation 

Development Speed 50-90% faster for suitable apps Speed gain disappears for complex apps 

Skill Requirement Business users can build apps Complex logic still needs developers 

Maintenance Platform handles updates Version upgrades may break apps 

Integration Pre-built connectors available Custom integrations are difficult 

Scalability Adequate for moderate loads Performance ceiling under heavy load 

Portability N/A Strong vendor lock-in 
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V. SUITABILITY ANALYSIS BY APPLICATION TYPE 

The decision to use low-code versus traditional development should be driven by the specific characteristics of 

the application being built. Figure 3. compares the suitability of each approach across six common application 

categories, based on assessments from Gartner and Forrester [1][4]. 

Figure 3: Suitability comparison of low-code and traditional development by application type [1]. Suitability 

scores are illustrative assessments based on analyst reports. 

 

Internal workflow applications, such as approval processes, expense management, and helpdesk ticketing, 

represent the strongest fit for low-code development. These applications have well-defined requirements, moderate 

complexity, and limited user bases. Conversely, customer-facing mobile applications that require pixel-perfect design, 

offline functionality, and platform-specific features remain better served by traditional development using native or cross-

platform frameworks. 

Table II. Decision Criteria for Low-Code vs. Traditional Development 

Criterion Favors Low-Code Favors Traditional 

User base <500 internal users Public-facing or high-concurrency 

UI complexity Standard forms/dashboards Custom animations, complex UX 

Integration needs Standard APIs/databases Legacy systems, custom protocols 

Performance Standard response times Sub-100ms latency required 

Lifespan 1-3 years 5+ years, long-term product 

Team skills Business analysts available Full development team available 

VI. GOVERNANCE FRAMEWORK FOR LOW-CODE ADOPTION 

Organizations that adopt low-code platforms without governance structures frequently encounter application 

sprawl, data inconsistencies, and security gaps. A recommended governance framework includes a center of excellence 

that defines platform standards, conducts application reviews, and provides training for citizen developers [12]. 

Application classification tiers should determine the level of review required: simple departmental tools may need only 

automated security scans, while applications handling sensitive data or serving external users should undergo full security 

and architecture reviews. 

VII. CONCLUSION 

Low-code development platforms deliver genuine value for a specific category of enterprise applications, 

particularly internal tools, workflow automation, and departmental solutions with moderate complexity. The productivity 

gains for these use cases are well-documented and significant. However, low-code is not a replacement for traditional 

software development. Applications requiring deep customization, high performance, complex integrations, or long-term 

maintainability continue to demand the flexibility and control that only hand-written code provides. The most effective 

strategy treats low-code as a complement to traditional development, applying each approach where its strengths align 
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with project requirements. The decision framework presented in this paper equips IT teams to make this determination 

systematically rather than based on marketing claims or organizational pressure. 
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Abstract 

The traditional approach of treating security as a final gate before software release has 

proven inadequate in an era of continuous delivery and rapid deployment cycles. DevSecOps 

integrates security practices directly into the software development lifecycle, treating 

security as a shared responsibility across development, operations, and security teams. This 

paper examines the principles, practices, and tooling that constitute a DevSecOps 

methodology. It maps specific security activities to each phase of the development pipeline, 

from threat modeling during planning to runtime application self-protection in production. 

The paper presents empirical evidence demonstrating that organizations adopting 

DevSecOps achieve faster vulnerability remediation, reduced breach rates, and improved 

deployment velocity compared to traditional sequential security approaches. A practical 

implementation roadmap guides IT teams through the cultural, procedural, and technical 

changes required for successful DevSecOps adoption. 

 

Keywords: - DevSecOps, application security, CI/CD, shift-left security, SAST, DAST, software development lifecycle 

 

I. INTRODUCTION 

Software development has undergone a fundamental transformation over the past decade. The shift from waterfall 

to agile methodologies, followed by the adoption of DevOps practices, compressed release cycles from months to days 

or even hours. While this acceleration delivered business value through faster feature delivery, it exposed a critical 

weakness: security processes designed for quarterly releases cannot keep pace with daily deployments [1]. 

The consequences of this misalignment are measurable. The 2023 Synopsys Open Source Security and Risk 

Analysis report found that 84% of codebases contained at least one known open-source vulnerability, and 74% contained 

high-risk vulnerabilities [2]. The Ponemon Institute's 2023 Cost of a Data Breach study reported that the average cost of 

a breach reached $4.45 million, with organizations lacking integrated security in their DevOps pipelines experiencing 

significantly higher breach costs and longer containment times [3]. 

DevSecOps addresses this challenge by embedding security controls, testing, and monitoring throughout the entire 

software development lifecycle rather than treating security as a separate, downstream activity. This paper provides a 

practical guide for IT teams beginning their DevSecOps journey, covering the cultural shifts, process changes, and tooling 

required for effective implementation. 

II. THE COST OF LATE-STAGE SECURITY 

The economic argument for shifting security earlier in the development process is well established. Research by 

the National Institute of Standards and Technology (NIST) and subsequent industry studies demonstrate that the cost of 

fixing a security defect increases dramatically the later it is discovered [4]. A vulnerability identified during the design 
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phase costs approximately 1x to remediate, while the same vulnerability discovered in production costs 100x or more, 

accounting for incident response, data recovery, regulatory penalties, and reputational damage. 

Figure. 1. Relative cost of remediating security defects by phase of discovery [4]. Cost multipliers are illustrative based 

on widely cited NIST and industry estimates. 

 

Beyond direct costs, late-stage security findings disrupt release schedules. When a penetration test conducted days 

before a planned release reveals critical vulnerabilities, development teams face a choice between delaying the release 

(incurring opportunity costs) or accepting the risk (incurring security costs). DevSecOps eliminates this dilemma by 

detecting and resolving vulnerabilities while the code is still in active development [5]. 

III. DEVSECOPS PRINCIPLES 

DevSecOps rests on several core principles that distinguish it from traditional application security approaches. 

First, security is a shared responsibility: every team member, from developers to operations engineers, contributes to the 

security posture of the software they build and deploy [6]. Second, automation is mandatory: manual security reviews 

cannot scale to match continuous delivery pipelines, so security testing must be automated and integrated into CI/CD 

workflows. Third, feedback must be immediate: developers receive security findings in their development environment, 

not in a report delivered weeks after the code was written [7]. 

These principles represent a cultural shift as much as a technical one. Security teams transition from gatekeepers 

who approve or reject releases to enablers who build tools, define policies, and train developers to write secure code. This 

shift requires executive sponsorship and a deliberate effort to break down organizational silos between development, 

operations, and security teams [8]. 

IV. SECURITY ACTIVITIES ACROSS THE PIPELINE 

DevSecOps maps specific security activities to each phase of the development pipeline. Fig. 2 illustrates the 

complete pipeline with associated security integration points. 

Figure. 2. Security integration points across the DevOps pipeline [6]. Tool categories are illustrative. 
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A. Planning Phase: Threat Modeling 

Threat modeling identifies potential security threats and attack vectors during the design phase, before any code 

is written. Structured methodologies such as STRIDE (Spoofing, Tampering, Repudiation, Information Disclosure, 

Denial of Service, Elevation of Privilege) provide systematic frameworks for analyzing system designs [9]. Threat models 

should be updated whenever the system architecture changes and reviewed during sprint planning for new features. 

B. Coding Phase: Static Analysis and Linting 

Static Application Security Testing (SAST) tools analyze source code for known vulnerability patterns without 

executing the application. Integrated into developer IDEs and pre-commit hooks, SAST provides immediate feedback on 

issues such as SQL injection, cross-site scripting, buffer overflows, and insecure cryptographic usage [10]. Linting rules 

enforced at the code editor level catch common security anti-patterns before code reaches the repository. 

C. Build Phase: Software Composition Analysis 

Software Composition Analysis (SCA) tools scan application dependencies for known vulnerabilities cataloged in 

databases such as the National Vulnerability Database (NVD) and GitHub Advisory Database. Given that open-source 

components constitute the majority of modern application code, SCA is essential for managing supply chain risk [2]. 

Software Bills of Materials (SBOMs) provide a comprehensive inventory of all components, enabling rapid response 

when new vulnerabilities are disclosed. 

D. Testing Phase: Dynamic Analysis and Penetration Testing 

Dynamic Application Security Testing (DAST) tools test running applications by simulating attacks against 

exposed endpoints. Unlike SAST, DAST identifies runtime vulnerabilities such as authentication failures, server 

misconfigurations, and session management issues [11]. Automated DAST scans should run in staging environments as 

part of the CI/CD pipeline, supplemented by periodic manual penetration testing for critical applications. 

Table 1. Security Testing Tools by Pipeline Phase 

Phase Tool Category Example Tools Automation Level 

Code SAST SonarQube, Checkmarx, Semgrep Full 

Build SCA Snyk, Dependabot, Black Duck Full 

Test DAST OWASP ZAP, Burp Suite, Nuclei Partial 

Release Policy Engine OPA, Kyverno Full 

Deploy IaC Scanning Checkov, tfsec, KICS Full 

Operate RASP/WAF Contrast, ModSecurity Full 

E. Deployment and Operations 

Infrastructure as Code (IaC) scanning validates that deployment configurations conform to security policies before 

resources are provisioned. Tools such as Checkov and tfsec detect misconfigurations in Terraform, CloudFormation, and 

Kubernetes manifests [12]. In production, Runtime Application Self-Protection (RASP) tools monitor application 

behavior and block exploitation attempts in real time, while Web Application Firewalls (WAFs) filter malicious HTTP 

traffic at the network edge. 

V. MEASURING DEVSECOPS EFFECTIVENESS 

Measuring the impact of DevSecOps requires metrics that capture both security outcomes and development 

velocity. The DORA (DevOps Research and Assessment) metrics, deployment frequency, lead time for changes, mean 

time to recover, and change failure rate, should be supplemented with security-specific metrics including mean time to 

remediate vulnerabilities, vulnerability escape rate, and policy compliance scores [13]. Fig. 3 compares these metrics 

before and after DevSecOps adoption based on aggregated industry data. 

Table 2. DevSecOps Maturity Model 

Level Characteristics Security Integration Automation 

1 - Initial Ad hoc processes Manual reviews only None 

2 - Managed Defined pipeline SAST in CI/CD Partial 

3 - Defined Standardized practices SAST + SCA + DAST Substantial 

4 - Measured Metrics-driven Full pipeline coverage Near-complete 

5 - Optimized Continuous improvement Proactive threat hunting Full with feedback loops 
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Figure. 3. Key performance metrics before and after DevSecOps adoption [13]. Metric values are illustrative based on 

aggregated industry benchmarks. 

 

VI. IMPLEMENTATION CHALLENGES 

The most frequently cited obstacle to DevSecOps adoption is cultural resistance. Developers may view security 

tooling as a hindrance to productivity, particularly when tools generate high rates of false positives [14]. Addressing this 

requires careful tool tuning, phased rollout that starts with the most impactful and least disruptive tools, and visible 

executive support for the initiative. 

Skill gaps present another significant challenge. Developers typically lack formal security training, while security 

professionals may be unfamiliar with CI/CD tooling and infrastructure as code. Cross-training programs, security 

champion networks embedded within development teams, and shared on-call rotations help bridge these gaps [15]. 

Tool sprawl is a practical concern as organizations accumulate security scanners across different pipeline stages. 

Centralized security orchestration platforms that aggregate findings from multiple tools, deduplicate results, and prioritize 

remediation based on risk scoring help manage this complexity [16]. 

VII. CONCLUSION 

DevSecOps represents a necessary evolution in software security practice, aligning security processes with the 

speed and automation of modern development workflows. By integrating security testing, policy enforcement, and 

monitoring at every stage of the development pipeline, organizations can detect and remediate vulnerabilities earlier, 

reduce breach risk, and maintain rapid delivery cadences. The transition requires coordinated changes in culture, process, 

and tooling, but the evidence demonstrates that organizations which complete this transition achieve measurably better 

security outcomes without sacrificing development velocity. The implementation roadmap and maturity model presented 

in this paper provide a structured path for IT teams undertaking this critical transformation. 
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Abstract 

The proliferation of commercially available artificial intelligence tools has made machine 

learning and natural language processing capabilities accessible to organizations of all 

sizes. While large enterprises have dedicated data science teams to develop custom solutions, 

small businesses can now access comparable capabilities through software-as-a-service 

platforms that require no specialized technical expertise. This paper identifies and evaluates 

ten practical AI applications for small businesses spanning customer service, marketing, 

financial management, operations, and human resources. For each application, the paper 

describes the underlying technology, assesses representative commercial tools, and presents 

cost-benefit analyses based on published case studies and vendor data. The findings 

demonstrate that small businesses adopting targeted AI tools achieve measurable efficiency 

gains and cost reductions, though success depends on careful tool selection, data readiness, 

and realistic expectations. 

 

Keywords: - artificial intelligence, small business, automation, machine learning, natural language processing, SaaS 

 

I. INTRODUCTION(Heading 1) 

Small and medium-sized businesses (SMBs) constitute over 99% of all businesses in most economies and 

employ a majority of the private-sector workforce [1]. These organizations typically operate with limited IT budgets 

and without dedicated technology teams, yet they face competitive pressures that increasingly demand the operational 

efficiencies that larger competitors derive from technology investments. The emergence of AI-powered SaaS tools has 

begun to level this playing field. 

A 2023 survey by the U.S. Chamber of Commerce found that the vast majority of small businesses use at least 

one technology platform incorporating AI features, though many are unaware that the features they use, such as email 

spam filtering and predictive text, rely on machine learning algorithms [2]. More deliberate AI adoption, involving the 

selection of tools to address specific business challenges, remains lower, with a minority of SMBs reporting deliberate, 

intentional AI tool deployment [3]. 

This paper examines ten AI application areas where commercially available tools offer practical value for small 

businesses, moving beyond conversational AI assistants to cover the broader spectrum of AI capabilities available in the 

current market. 
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Figure 1: AI tool adoption rates by application area among small businesses. Data is illustrative based on aggregated 

industry surveys [2][3]. 

 

II. CUSTOMER SERVICE AUTOMATION 

AI-powered customer service tools represent the most widely adopted category among small businesses. 

Conversational chatbots deployed on websites and messaging platforms handle routine inquiries, appointment scheduling, 

and order status requests without human intervention. Platforms such as Intercom, Drift, and Tidio use natural language 

understanding to interpret customer intent and route complex issues to human agents [4]. Studies indicate that chatbots 

can resolve a substantial share of routine customer inquiries, reducing average response times from hours to seconds and 

freeing staff for higher-value interactions. 

III. MARKETING AUTOMATION AND PERSONALIZATION 

AI marketing tools analyze customer behavior data to automate campaign management and personalize content 

delivery. Platforms including Mailchimp, HubSpot, and ActiveCampaign use predictive analytics to determine optimal 

send times, segment audiences based on engagement patterns, and generate subject lines that maximize open rates [5]. 

Small businesses using AI-driven email marketing report measurable open rate improvements compared to manually 

managed campaigns. 

IV. BUSINESS INTELLIGENCE AND DATA ANALYTICS 

Data analytics tools with embedded AI capabilities allow small business owners to extract actionable information 

from operational data without statistical expertise. Platforms such as Google Looker, Microsoft Power BI, and Tableau 

incorporate natural language query interfaces that allow users to ask questions about their data in plain English [6]. 

Automated anomaly detection identifies unusual patterns in sales, expenses, or web traffic that might otherwise go 

unnoticed. 

V. INVENTORY MANAGEMENT AND DEMAND FORECASTING 

Machine learning algorithms improve inventory management by analyzing historical sales data, seasonal patterns, 

and external factors to forecast demand more accurately than traditional methods. Tools such as Inventory Planner, 

Stockly, and Cin7 integrate with e-commerce platforms and point-of-sale systems to automate reorder points and optimize 

stock levels [7]. Small retailers using AI-driven inventory management report significant reductions in excess inventory 

and corresponding improvements in cash flow. 

VI. ACCOUNTING AND FINANCIAL MANAGEMENT 

AI capabilities embedded in accounting platforms automate transaction categorization, receipt matching, and 

reconciliation processes that traditionally consume significant bookkeeping time. QuickBooks, Xero, and FreshBooks use 

machine learning to learn from user corrections and progressively improve categorization accuracy [8]. Automated 

expense tracking through receipt scanning with optical character recognition substantially reduces manual data entry time. 
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Table 1. AI Tool Categories and Representative Platforms for SMBs 

Application Area Representative Tools Typical Monthly 

Cost 

Setup 

Complexity 

Customer Service Intercom, Tidio, Zendesk $29-150 Low 

Marketing 

Automation 

Mailchimp, HubSpot, 

ActiveCampaign 

$20-200 Low-Medium 

Data Analytics Power BI, Looker, Tableau $10-70/user Medium 

Inventory 

Management 

Inventory Planner, Cin7 $50-200 Medium 

Accounting QuickBooks, Xero, 

FreshBooks 

$15-55 Low 

HR & Recruitment BambooHR, Workable, 

Breezy 

$40-300 Low-Medium 

Cybersecurity SentinelOne, CrowdStrike 

Falcon Go 

$5-10/endpoint Low 

Document 

Processing 

DocuSign, Adobe Acrobat 

AI 

$10-25/user Low 

Sales Forecasting Salesforce Essentials, 

Pipedrive 

$25-75/user Medium 

Quality Control Landing AI, Cognex Custom pricing High 

VII. HUMAN RESOURCES AND RECRUITMENT 

AI recruitment tools screen resumes, rank candidates based on job requirement matching, and automate initial 

communication workflows. Platforms such as Workable, Breezy HR, and BambooHR reduce time-to-hire by filtering 

large applicant pools down to qualified shortlists [9]. Sentiment analysis of employee survey responses and automated 

performance review scheduling further extend AI applications in HR management for small teams. 

VIII. CYBERSECURITY 

AI-driven cybersecurity tools provide small businesses with threat detection capabilities previously available only 

to large enterprises with dedicated security operations centers. Endpoint detection and response (EDR) platforms use 

machine learning to identify malicious behavior patterns, zero-day threats, and lateral movement attempts [10]. Email 

security gateways with AI classification reduce phishing exposure by analyzing message content, sender reputation, and 

URL characteristics. 

IX. DOCUMENT PROCESSING AND WORKFLOW AUTOMATION 

Intelligent document processing (IDP) tools extract structured data from invoices, contracts, and forms using 

optical character recognition enhanced by natural language processing. Platforms including Adobe Acrobat AI, Rossum, 

and ABBYY automate data extraction workflows that would otherwise require manual entry [11]. Contract analysis tools 

identify key terms, obligations, and renewal dates, reducing legal review costs for businesses without in-house counsel. 

Figure 2: Time and cost savings reported by SMBs after AI tool adoption, by department. Data is illustrative based on 

aggregated vendor benchmarks. 
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X. SALES FORECASTING AND CRM INTELLIGENCE 

AI-enhanced customer relationship management (CRM) systems analyze interaction histories, deal stages, and 

external market signals to predict sales outcomes and recommend next-best actions for sales representatives. Salesforce 

Essentials, Pipedrive, and Zoho CRM embed predictive scoring that helps small sales teams prioritize their efforts on the 

highest-probability opportunities [12]. 

XI. VISUAL QUALITY CONTROL 

Computer vision tools enable automated visual inspection in manufacturing and retail settings. Small 

manufacturers use AI-powered cameras to detect product defects on assembly lines with high accuracy rates under 

controlled conditions, reducing the labor cost and human error associated with manual inspection [13]. While setup costs 

and technical requirements are higher than other categories, the return on investment for businesses with high inspection 

volumes is substantial. 

XII. BARRIERS AND RECOMMENDATIONS 

Figure 3: Primary barriers to AI adoption reported by small businesses. Data is illustrative based on multiple industry 

surveys [2][3][14]. 

 

Budget constraints and lack of in-house expertise remain the most significant barriers to AI adoption for small 

businesses. To address these challenges, organizations should start with tools that integrate into existing workflows and 

require minimal configuration, prioritizing applications with clear, measurable returns. Free-tier or low-cost entry options 

from major platforms allow experimentation before commitment [14]. 

Table 2. Implementation Recommendations by Business Stage 

Business Stage Priority 

Applications 

Budget Range Expected ROI 

Timeline 

Startup (1-10 

employees) 

Customer service, 

accounting 

$50-200/month 1-3 months 

Growth (10-50 

employees) 

Marketing, HR, 

analytics 

$200-800/month 3-6 months 

Established (50-250 

employees) 

Full suite 

deployment 

$800-3000/month 6-12 months 

XIII. CONCLUSION 

The current generation of AI-powered SaaS tools has made machine learning, natural language processing, and 

computer vision capabilities accessible and affordable for small businesses. The ten application areas examined in this 

paper demonstrate that AI adoption is no longer limited to large enterprises with dedicated data science teams. Customer 

service automation, marketing personalization, and financial management tools offer the most immediate returns for small 

businesses, while inventory optimization, cybersecurity, and document processing provide substantial operational 
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improvements with moderate implementation effort. Success requires selecting tools that address specific, well-defined 

business problems rather than pursuing AI adoption as an end in itself. Organizations that approach AI tool selection with 

clear objectives, realistic expectations, and a willingness to iterate on their implementations will capture the most value 

from this rapidly maturing technology category. 
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Abstract 

Quantum computing represents a fundamentally different computational paradigm that 

harnesses quantum mechanical phenomena to process information in ways that classical 

computers cannot efficiently replicate. This paper provides an accessible introduction to 

quantum computing for IT professionals and developers seeking to understand the 

technology's principles, current state, and practical implications. The paper covers the 

foundational concepts of qubits, superposition, entanglement, and quantum gates, followed 

by an examination of prominent quantum algorithms and their applications. A comparative 

analysis of current quantum hardware approaches, including superconducting circuits, 

trapped ions, and photonic systems, contextualizes the engineering challenges that remain. 

The paper also addresses the implications of quantum computing for cryptography and 

outlines the emerging field of post-quantum cryptography. Market analysis and industry 

investment patterns suggest that while general-purpose quantum advantage remains years 

away, specific domain applications in chemistry, optimization, and financial modeling are 

approaching practical viability. 

Keywords: Entanglement, Post-quantum cryptography, Quantum algorithms, Quantum computing, Qubits, 

Superposition 

I. INTRODUCTION 

Classical computers encode information in binary digits (bits) that exist in one of two states: 0 or 1. Every 

computation, from simple arithmetic to complex simulations, reduces to operations on these binary values. This model 

has driven six decades of exponential progress described by Moore's Law, but physical limits on transistor miniaturization 

and the inherent inefficiency of classical algorithms for certain problem classes have motivated the search for alternative 

computational paradigms [1]. 

Quantum computing offers such an alternative. First proposed by Richard Feynman in 1982 and formalized by 

David Deutsch in 1985, quantum computers exploit the principles of quantum mechanics, specifically superposition, 

entanglement, and interference, to perform computations that would require exponential time on classical machines [2][3]. 

The field has progressed from theoretical curiosity to experimental reality, with IBM, Google, and other organizations 

demonstrating processors exceeding 1,000 qubits [4]. 

This paper provides a structured introduction to quantum computing intended for IT professionals who need to 

understand the technology's capabilities, limitations, and timeline without requiring a background in quantum physics. 

II. FUNDAMENTAL CONCEPTS 

A. Qubits and Superposition 

The quantum bit, or qubit, is the fundamental unit of quantum information. Unlike a classical bit, which must be 

either 0 or 1, a qubit can exist in a superposition of both states simultaneously. Mathematically, the state of a qubit is 
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described as a linear combination of the basis states |0> and |1>, with complex probability amplitudes that determine the 

likelihood of measuring each outcome [5]. When measured, the qubit collapses to one of the basis states, but prior to 

measurement, computations can operate on all superposed states in parallel. 

B. Entanglement 

Quantum entanglement is a correlation between qubits such that the state of one qubit is directly linked to the state 

of another, regardless of the physical distance between them. Einstein famously described this as 'spooky action at a 

distance,' and Bell's theorem later confirmed that entanglement represents a genuinely non-classical phenomenon [6]. In 

quantum computing, entanglement enables operations on one qubit to instantly influence the state of its entangled partner, 

providing a mechanism for parallel information processing that has no classical equivalent. 

C. Quantum Gates and Circuits 

Quantum gates manipulate qubits in a manner analogous to classical logic gates but operate on the continuous 

probability amplitudes of quantum states. Common gates include the Hadamard gate (which creates superposition), the 

CNOT gate (which creates entanglement between two qubits), and the Pauli gates (which perform rotations in the qubit 

state space) [7]. Quantum circuits, composed of sequences of gates applied to qubits, define quantum algorithms. 

Table 1. Comparison of Classical and Quantum Computing Concepts 

Concept Classical Computing Quantum Computing 

Basic Unit Bit (0 or 1) Qubit (superposition of 0 and 1) 

Operations Logic gates (AND, OR, NOT) Quantum gates (Hadamard, CNOT, Pauli) 

Parallelism Multiple processors Superposition and entanglement 

Error Handling Error correction codes Quantum error correction (overhead) 

Memory Deterministic Probabilistic until measured 

III. QUANTUM HARDWARE APPROACHES 

Several physical implementations of qubits are under active development, each with distinct advantages and 

engineering challenges. The three most advanced approaches are superconducting circuits, trapped ions, and photonic 

systems. 

A. Superconducting Qubits 

Superconducting qubits, used by IBM and Google, encode quantum information in the energy states of circuits 

cooled to approximately 15 millikelvin, colder than outer space. These qubits operate at nanosecond gate speeds, enabling 

rapid computation, but suffer from relatively short coherence times, the duration for which quantum information is 

preserved before environmental noise corrupts it [8]. IBM's roadmap envisions scaling to significantly larger qubit counts 

through modular architectures in the coming decade through modular architectures that link multiple processor chips. 

B. Trapped Ion Qubits 

Trapped ion systems, developed by companies including IonQ and Quantinuum, use individual atoms suspended 

in electromagnetic fields as qubits. Trapped ions offer significantly longer coherence times and higher gate fidelities than 

superconducting systems, but their gate operations are slower, operating on microsecond timescales [9]. The ability to 

achieve all-to-all qubit connectivity, where any qubit can directly interact with any other, reduces the circuit depth 

required for many algorithms. 

C. Photonic Qubits 

Figure. 1. IBM quantum processor qubit count progression, 2019-2023 [4]. Qubit counts based on published IBM 

roadmap milestones. 
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Photonic quantum computers, pursued by Xanadu and PsiQuantum, encode information in properties of light 

particles (photons). Photonic systems operate at room temperature, eliminating the extreme cooling requirements of 

superconducting systems, and are well-suited to quantum networking applications [10]. However, creating deterministic 

interactions between photons, which naturally do not interact with each other, remains an engineering challenge. 

IV. Key Quantum Algorithms 

The practical value of quantum computing depends on algorithms that exploit quantum properties to outperform 

classical approaches. Several foundational algorithms have been identified, though their practical implementation requires 

hardware capabilities that are still under development. 

A. Shor's Algorithm 

Peter Shor's 1994 algorithm for integer factorization demonstrated that a sufficiently large quantum computer 

could break RSA encryption by factoring the large prime products on which it depends in polynomial time, compared to 

the sub-exponential time required by the best known classical algorithms [11]. This result is the primary driver behind 

the development of post-quantum cryptography standards. 

B. Grover's Algorithm 

Lov Grover's 1996 search algorithm provides a quadratic speedup for unstructured search problems, reducing the 

number of queries required to find a target item in an unsorted database from N to the square root of N [12]. While less 

dramatic than Shor's exponential speedup, Grover's algorithm has broad applicability to optimization and constraint 

satisfaction problems. 

C. Variational Quantum Eigensolver (VQE) 

VQE is a hybrid quantum-classical algorithm designed for near-term quantum hardware. It uses a quantum 

processor to prepare and measure quantum states while a classical optimizer adjusts parameters to minimize energy 

functions. VQE has particular relevance to computational chemistry and materials science, where it can simulate 

molecular properties that are computationally intractable for classical systems [13]. 

V. APPLICATIONS AND IMPACT 

Figure. 2. Quantum computing application areas: potential impact versus estimated timeline [14]. Impact scores and 

timelines are illustrative estimates based on expert consensus. 

 

Drug discovery and materials science represent the most promising near-term applications for quantum computing. 

Simulating molecular interactions at the quantum level could accelerate the identification of new pharmaceutical 

compounds and advanced materials by orders of magnitude compared to classical simulation methods [14]. Financial 

institutions are exploring quantum algorithms for portfolio optimization, risk assessment, and derivative pricing, where 

the combinatorial complexity of the problem space aligns with quantum computational strengths [15]. 

Table 2. Quantum Computing Application Domains and Timeline 

Domain Application Quantum Advantage Estimated Timeline 

Chemistry Molecular simulation Exponential speedup 5-10 years 

Cryptography Code breaking / QKD Exponential speedup 10-15 years (breaking RSA) 

Finance Portfolio optimization Quadratic speedup 5-8 years 

Logistics Route optimization Quadratic speedup 5-7 years 

Materials Catalyst design Exponential speedup 7-12 years 
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VI. IMPLICATIONS FOR CRYPTOGRAPHY 

The threat that quantum computers pose to current cryptographic systems has driven significant investment in 

post-quantum cryptography (PQC). In 2022, NIST selected four algorithms for standardization: CRYSTALS-Kyber for 

key encapsulation and CRYSTALS-Dilithium, FALCON, and SPHINCS+ for digital signatures [16]. These algorithms 

are based on mathematical problems believed to be resistant to both classical and quantum attacks, including lattice-based 

and hash-based constructions. 

Organizations should begin planning for the transition to post-quantum cryptography now, even though large-scale 

quantum computers capable of breaking current encryption are likely a decade or more away. The 'harvest now, decrypt 

later' threat model, where adversaries collect encrypted data today intending to decrypt it when quantum computers 

become available, makes proactive cryptographic migration essential for data with long-term sensitivity [17]. 

VII. MARKET AND INVESTMENT LANDSCAPE 

Figure. 3. Global quantum computing market size and projections [18]. Market projections are illustrative based on 

aggregated analyst estimates

 

The quantum computing market has attracted substantial investment from both private and public sectors. Boston 

Consulting Group estimates that quantum computing could create $450 billion to $850 billion in economic value by 2040 

[18]. Government programs in the United States, European Union, China, and Japan have committed billions of dollars 

to quantum research infrastructure. Cloud-based quantum computing services from IBM, Amazon, Microsoft, and Google 

allow organizations to experiment with quantum algorithms without investing in specialized hardware. 

VIII. CONCLUSION 

Quantum computing stands at an inflection point between scientific demonstration and practical utility. The 

fundamental principles of superposition, entanglement, and quantum interference enable computational approaches that 

are provably beyond the reach of classical systems for specific problem classes. While current hardware remains limited 

by qubit counts, error rates, and coherence times, the pace of progress, from 53 qubits in 2019 to over 1,000 in 2023, 

indicates that practically useful quantum computers are approaching. IT professionals should familiarize themselves with 

quantum concepts, monitor developments in post-quantum cryptography, and identify problems within their domains that 

may benefit from quantum computational approaches as the technology matures. 
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Abstract 

Wireless local area networks (WLANs) based on the IEEE 802.11 family of standards have 

become the primary access method for enterprise and residential network connectivity. The 

performance characteristics of transport layer protocols operating over wireless links differ 

substantially from their behavior in wired environments due to shared medium contention, 

signal attenuation, multipath fading, and MAC layer retransmissions. This paper presents a 

comparative performance analysis of the Transmission Control Protocol (TCP) and the User 

Datagram Protocol (UDP) in WLAN environments. Through simulation-based experiments 

using NS-3 across varying node densities, traffic patterns, and WLAN standards from 

802.11b through 802.11ax, the study evaluates throughput, end-to-end delay, jitter, and 

packet loss for both protocols. Results demonstrate that TCP's congestion control 

mechanisms, while essential for reliability, significantly reduce throughput and increase 

latency in wireless environments compared to wired networks. UDP maintains higher 

throughput and lower delay but at the cost of reliability. The paper discusses the implications 

for application design and protocol selection in wireless deployments. 

 

Keywords: - TCP, UDP, WLAN, IEEE 802.11, throughput, delay, jitter, wireless networks, NS-3 

 

I. INTRODUCTION 

The IEEE 802.11 standard, commonly known as Wi-Fi, has undergone continuous evolution since its initial release 

in 1997. From the 2 Mbps data rates of the original specification to the multi-gigabit capabilities of 802.11ax (Wi-Fi 6) 

and the emerging 802.11be (Wi-Fi 7), each generation has addressed increasing demands for bandwidth, reliability, and 

device density [1]. Cisco's Annual Internet Report projects that by 2025, more than half of all global IP traffic will traverse 

wireless connections, underscoring the importance of understanding transport layer protocol behavior over wireless media 

[2]. 

TCP, designed for reliable data delivery over wired networks, employs congestion control algorithms that interpret 

packet loss as a signal of network congestion. In wireless environments, however, packet loss frequently results from 

channel errors, interference, and mobility rather than congestion. This misinterpretation causes TCP to unnecessarily 

reduce its transmission rate, degrading throughput [3]. UDP, lacking congestion control and retransmission mechanisms, 

avoids this problem but offers no guarantees of delivery, ordering, or integrity. 

This paper presents a systematic performance comparison of TCP and UDP across multiple WLAN configurations, 

providing empirical data to guide protocol selection and network design decisions for wireless deployments. 

II. BACKGROUND AND RELATED WORK 

The interaction between TCP and wireless networks has been studied extensively since the mid-1990s. 

Balakrishnan et al. published one of the earliest analyses of TCP performance over wireless links, identifying the 

fundamental problem of TCP's congestion control algorithms misattributing wireless packet loss to network congestion 
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[4]. Subsequent work by Fu et al. quantified the throughput degradation in IEEE 802.11 networks and proposed MAC-

layer awareness as a potential mitigation [5]. 

Several TCP variants have been developed to address wireless performance challenges. TCP Westwood uses 

bandwidth estimation rather than loss-based congestion signals, while TCP Vegas monitors round-trip time variations as 

early congestion indicators [6]. More recent proposals, including CUBIC (the default in Linux) and BBR (developed by 

Google), offer improved performance in high-bandwidth, high-latency environments but do not fully resolve the wireless 

packet loss misinterpretation problem [7]. 

On the UDP side, the growth of real-time applications including video conferencing, online gaming, and IoT 

telemetry has increased interest in UDP performance optimization. The QUIC protocol, which layers reliability and 

congestion control over UDP, represents an emerging approach that combines the flexibility of UDP with selective 

reliability guarantees [8]. 

III. TCP AND UDP PROTOCOL OVERVIEW 

Table 1. Fundamental Characteristics of TCP and UDP 

Characteristic TCP UDP 

Connection Type Connection-oriented Connectionless 

Reliability Guaranteed delivery Best-effort delivery 

Ordering In-order delivery No ordering guarantee 

Flow Control Sliding window None 

Congestion Control AIMD, slow start None 

Header Size 20-60 bytes 8 bytes 

Handshake Three-way (SYN-ACK) None 

Use Cases Web, email, file transfer Streaming, VoIP, gaming, DNS 

TCP establishes a connection through a three-way handshake before data transmission begins. During transfer, it 

maintains a sliding window that regulates the number of unacknowledged segments in flight. The congestion control 

mechanism adjusts this window based on network feedback, increasing it during periods of successful delivery and 

reducing it upon detecting loss [9]. Selective acknowledgment (SACK) allows recovery of multiple lost segments within 

a single round-trip time, improving efficiency in lossy environments.UDP transmits datagrams independently with 

minimal protocol overhead. Each datagram is self-contained, requiring no connection setup or state maintenance. This 

simplicity results in lower latency and higher throughput for applications that can tolerate some data loss, but it shifts 

responsibility for reliability, ordering, and flow control to the application layer [10]. 

IV. SIMULATION METHODOLOGY 

The experimental evaluation uses the NS-3 network simulator (version 3.38), an open-source discrete-event 

simulator widely used in network research [11]. The simulation environment models an infrastructure-mode WLAN with 

a single access point and a variable number of wireless stations ranging from 5 to 30. Three traffic profiles are evaluated: 

bulk file transfer (TCP), constant bit rate streaming (UDP), and mixed traffic representing typical enterprise usage. 

Table 2. Simulation Parameters 

Parameter Value 

Simulator NS-3 v3.38 

WLAN Standards 802.11b, 802.11a/g, 802.11n, 802.11ac, 802.11ax 

Node Count 5, 10, 15, 20, 25, 30 

Simulation Duration 300 seconds 

TCP Variant CUBIC 

UDP CBR Rate 10 Mbps per flow 

Packet Size 1472 bytes (UDP), 1460 bytes (TCP) 

Propagation Model Log-distance path loss + Nakagami fading 

Coverage Area 100m x 100m 
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The propagation model combines log-distance path loss with Nakagami-m fading to simulate realistic indoor 

wireless channel conditions, including multipath effects and signal attenuation [12]. Each experiment is repeated 10 times 

with different random seeds, and results are reported as averages with 95% confidence intervals. 

V. RESULTS AND ANALYSIS 

A. Throughput Analysis 

Fig. 1 presents the aggregate throughput for TCP and UDP traffic as the number of wireless nodes increases. UDP 

consistently achieves higher throughput than TCP across all node densities, with the gap widening as contention increases. 

At 30 nodes, UDP throughput is 76% higher than TCP throughput. This disparity results from TCP's congestion control 

reducing the transmission rate in response to MAC-layer collisions and retransmissions that are misinterpreted as 

congestion signals. 

Figure 1: TCP vs. UDP throughput as a function of wireless node density. Results are from NS-3 simulation 

 

B. End-to-End Delay 

Fig. 2 shows the average end-to-end delay for both protocols. TCP delay increases sharply with node density due 

to retransmission timeouts, acknowledgment waiting periods, and the cumulative effect of congestion window reductions. 

At 30 nodes, TCP delay reaches 95 ms compared to 25 ms for UDP. This difference has significant implications for 

latency-sensitive applications including voice over IP and interactive web applications. 

Figure 2:  End-to-end delay comparison for TCP and UDP with increasing node density. Results are from NS-3 

simulation. 
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C. Protocol Efficiency Across WLAN Standards 

Fig. 3 compares the protocol efficiency, defined as the ratio of useful data throughput to the theoretical maximum 

link rate, across five WLAN standards. UDP maintains efficiency between 78% and 88% across all standards, while TCP 

efficiency ranges from 58% to 72%. The efficiency gap is larger in higher-speed standards because the fixed overhead of 

TCP's congestion control mechanisms consumes a larger proportion of the available bandwidth window [13]. 

Figure 3:  Protocol efficiency comparison across IEEE 802.11 standards. Results are from NS-3 simulation. 

 

D. Jitter and Packet Loss 

Jitter, the variation in inter-packet arrival times, is a critical metric for real-time applications. UDP jitter remains relatively 

stable at 2-5 ms across node densities, while TCP jitter varies from 5 ms to over 30 ms due to the bursty nature of 

congestion window adjustments and retransmission events [14]. Packet loss for UDP increases from 0.1% at 5 nodes to 

3.8% at 30 nodes, while TCP maintains near-zero loss through retransmission at the cost of increased delay and reduced 

throughput. 

Table 3. Summary of Performance Metrics at 20 Nodes 

Metric TCP UDP 

Throughput (Mbps) 26.1 37.4 

End-to-End Delay (ms) 42.3 14.1 

Jitter (ms) 18.7 3.2 

Packet Loss (%) 0.02 1.6 

Protocol Efficiency (%) 62.0 81.5 

VI. DISCUSSION 

The results confirm that TCP's congestion control mechanisms, designed for wired networks where packet loss 

correlates strongly with congestion, perform sub-optimally in wireless environments where loss is predominantly caused 

by channel conditions. The throughput penalty is most severe in dense deployments where MAC-layer contention is 

highest, precisely the scenario encountered in modern enterprise WLANs supporting dozens of devices per access point. 

For application designers, these results have clear implications. Applications requiring reliable delivery of non-

time-sensitive data, such as file transfers, email, and web browsing, should continue to use TCP, accepting the throughput 

reduction as a necessary trade-off for reliability. Real-time applications, including video conferencing, live streaming, 

and online gaming, benefit from UDP's lower latency and jitter, implementing application-layer error correction (such as 

forward error correction) where necessary [15]. 
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The emergence of QUIC as a UDP-based transport protocol with built-in reliability, multiplexing, and congestion 

control offers a promising middle ground. QUIC's ability to handle packet loss at the stream level rather than the 

connection level avoids the head-of-line blocking that degrades TCP performance in wireless environments [8]. The 

adoption of QUIC in HTTP/3 suggests that future wireless traffic patterns will increasingly favor UDP-based transport. 

VII. CONCLUSION 

This paper presented a comprehensive performance comparison of TCP and UDP in IEEE 802.11 wireless local 

area networks using simulation-based experiments across varying node densities and WLAN standards. The results 

demonstrate that UDP achieves 40% to 76% higher throughput and 60% to 74% lower end-to-end delay compared to 

TCP in wireless environments, with the performance gap widening as network density increases. TCP's congestion control 

mechanisms, while essential for reliable delivery, impose a significant performance penalty in wireless networks by 

misinterpreting channel-induced losses as congestion events. These findings support the continued use of UDP for 

latency-sensitive applications and highlight the potential of UDP-based protocols such as QUIC to combine the reliability 

benefits of TCP with the performance characteristics of UDP in wireless deployments. Network architects designing 

WLANs should account for these protocol-specific behaviors when provisioning capacity and selecting application 

architectures. 
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