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Abstract 

Digital twin technology has progressed from a conceptual framework articulated in the early 2000s to 

a mature engineering discipline underpinning modern manufacturing, energy, healthcare, and smart-

city deployments. A digital twin is a synchronised virtual representation of a physical asset, process, or 

system, continuously updated by sensor data and used for monitoring, simulation, and optimisation. 

This paper surveys digital twin architectures, the integration of Internet-of-Things sensing with edge 

and cloud computing, the role of artificial intelligence in twin construction and inference, and 

representative applications across Industry 5.0 sectors. We discuss interoperability standards, security 

concerns, and the open research questions that will shape the next decade of cyber-physical systems. 
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I. INTRODUCTION 

The digital twin concept was articulated by Grieves [1] in the context of product lifecycle management and 

subsequently popularised by NASA in the spacecraft engineering domain. A digital twin pairs a physical entity with a 

high-fidelity virtual model that is kept in continuous synchronisation through telemetry. The combination supports 

monitoring, what-if analysis, predictive maintenance, optimisation, and increasingly autonomous control. Industry 4.0 

established the IoT and connectivity foundations on which twins are built; Industry 5.0 [2] adds emphasis on human-

centric, sustainable, and resilient industrial systems. 

This paper surveys the state of digital twin technology in early 2026. Section II reviews definitions and 

architectural patterns. Section III discusses sensing and edge integration. Section IV considers AI integration. Section V 

covers representative applications. Section VI examines standards and interoperability. Section VII discusses challenges. 

Section VIII concludes. 

II. DEFINITION AND REFERENCE ARCHITECTURE 

Tao et al. [3] formalise the digital twin as a five-dimensional model comprising the physical entity, the virtual 

model, services, twin data, and connections among them. Boschert and Rosen [4] emphasise the simulation foundation of 

the virtual model. The Industrial Internet Consortium [5] organises a reference architecture spanning physical layer, data 

acquisition, communication, twin services, and applications. Fuller et al.'s comprehensive review [6] distinguishes digital 

model (no automated data flow), digital shadow (one-way), and digital twin (bi-directional) configurations, a useful 

taxonomy that prevents marketing-driven misuse of the term. 

Modern twin architectures are typically tiered: a sensor and actuator layer at the edge, a data ingestion layer, a 

model and analytics tier, and a presentation tier supporting human operators. The twin data store retains historical 

telemetry alongside the model, enabling retrospective analysis. Twins may be coupled to enterprise systems including 

ERP, MES, and PLM platforms. 
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III. SENSING, EDGE COMPUTING, AND CONNECTIVITY 

The fidelity of a digital twin depends critically on the quality and frequency of sensor data. Industrial deployments 

combine vibration, temperature, current, and acoustic sensors with machine vision and structural-health monitoring. Edge 

computing processes high-frequency data close to the source, performing filtering, anomaly detection, and feature 

extraction before uplink to the cloud or on-premise twin platform [7]. Time-sensitive networking, OPC UA over TSN, 

5G/6G ultra-reliable low-latency communication, and emerging deterministic Ethernet variants provide the connectivity 

backbone. 

IV. ARTIFICIAL INTELLIGENCE IN DIGITAL TWINS 

AI augments digital twins in three ways. First, machine learning models replace or complement first-principles 

simulators where physics is poorly understood, expensive to compute, or only partially calibrated; physics-informed 

neural networks [8] embed conservation laws into the loss function and provide accurate surrogates for many systems. 

Second, AI is used for diagnostics and prognostics: anomaly detection, fault classification, and remaining-useful-life 

estimation are well-established applications [9]. Third, reinforcement learning controllers can be trained inside the twin 

and transferred to the physical system, enabling adaptive control with reduced real-world risk [10]. 

Fig. 1. Digital-twin estimate, sensor measurements, and remaining-useful-life forecast for an industrial asset. 

 

V. APPLICATIONS 

Manufacturing remains the largest deployment domain. Siemens, GE, and Hitachi publish industrial digital-twin 

platforms used in plant simulation, process optimisation, and predictive maintenance. In energy, twins of wind turbines, 

transformers, and grid substations support condition monitoring and grid optimisation [11]. Aerospace applications 

include twins of aircraft engines and entire airframes, with Rolls-Royce and Boeing reporting substantial operational 

savings [12]. In healthcare, twins of organs and individual patients support personalised medicine and surgical planning 

[13]. Smart-city twins of transport networks, buildings, and utilities are deployed in Singapore, Helsinki, Zurich, and 

other early-adopter cities [14]. Figure 2 shows representative market sizes for several sectors. 

Fig. 2. Reported and forecast digital-twin market size by sector (USD billions). 
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                      Table 1. Representative Digital-Twin Applications 

Sector Twin function References 
Manufacturing Process optimisation, predictive maintenance [3], [11] 
Energy / Grid Condition monitoring, grid optimisation [11] 
Aerospace Engine and airframe diagnostics [12] 
Healthcare Personalised treatment planning [13] 
Smart cities Transport, buildings, utilities [14] 
Logistics Supply-chain optimisation [15] 

VI. STANDARDS AND INTEROPERABILITY 

Several standardisation tracks shape the digital-twin ecosystem. ISO 23247 [16] specifies a framework for digital 

twins in manufacturing. The Asset Administration Shell of the German Plattform Industrie 4.0 [17] standardises digital 

representations of industrial assets and is increasingly adopted across European manufacturing. The Digital Twin 

Consortium publishes domain-specific reference models, and OPC UA serves as a connectivity backbone. Despite these 

efforts, interoperability across vendors remains imperfect, and twin platforms often impose lock-in [18]. 

VII. SECURITY, PRIVACY, AND OPEN PROBLEMS 

Digital twins introduce attack surfaces both at the physical-to-digital interface and within the twin platform itself. 

Compromise of telemetry can mislead operators or trigger unsafe control actions; compromise of twin platforms can leak 

intellectual property in the form of calibrated models. Defence requires authenticated sensor streams, robust anomaly 

detection, and zero-trust deployment patterns [19]. Privacy concerns arise especially in healthcare and smart-city twins, 

where individual data may be embedded in aggregate models. Federated and differentially private twin architectures are 

an active research area [20]. 

Open research problems include:  

• Cross-vendor model exchange and a shared semantic layer;  

• Composition of twins of subsystems into system-of-systems twins without losing fidelity; 

• Lifecycle management of twin software including versioning, validation, and deprecation;  

• Use of generative AI to bootstrap twins from limited data; and  

• The carbon and computing cost of high-fidelity simulation at scale. 

VIII. PROMISES, OVER-CLAIMS, AND WHAT ACTUALLY WORKS 

The digital-twin market in the early 2020s suffered from a reputational problem. The term was applied 

indiscriminately to dashboards, three-dimensional renderings of buildings, and live data visualisations that lacked the 

simulation backbone the original concept implied. Fuller's distinction between digital model, digital shadow, and digital 

twin [6] is the cleanest available antidote: a true twin requires bi-directional automated synchronisation between the 

physical asset and its virtual counterpart, with the twin being a usable simulator rather than a passive copy. By that strict  

criterion, many production deployments labelled as twins are something less, and the distinction matters because the 

operational benefits depend on which side of it a deployment actually sits. 

Where digital twins demonstrably deliver, the application is usually narrow and well calibrated. Predictive 

maintenance of critical rotating machinery, supported by physics-based vibration analysis combined with anomaly-

detection neural networks, has produced repeatable savings on the order of fifteen to thirty percent of unplanned downtime 

in published case studies [9], [11]. Process optimisation in chemical and steel manufacturing, supported by twin-based 

what-if simulation, has also delivered reproducible economic returns. The pattern in successful deployments is a tight, 

well-instrumented physical system, a domain-validated simulator, and a clearly defined operator workflow. The vague 

all-encompassing twin of a whole factory or city has yet to prove itself in the same way. 

Smart-city twins are the most ambitious and most contested category. Singapore's Virtual Singapore, Helsinki's 

Helsinki 3D+, and Zurich's twin programme illustrate what is possible when a city has the data infrastructure and political 

will to integrate cadastral data, traffic sensors, building information models, and energy networks into a single platform. 

The benefits, when realised, run to integrated transport planning, climate adaptation, and emergency response. The risks 

are equally significant: privacy, if individual mobility traces are embedded; lock-in, if a single vendor controls the 

platform; and the temptation to mistake the twin for the city itself in policy decisions. The early-adopter cities have 

produced lessons that the next wave will benefit from, including the importance of open data standards and clear 

governance of derived data. 

The integration of AI into digital twins is now standard but uneven. Surrogate models trained on simulator output 

speed up what-if exploration by orders of magnitude. Physics-informed neural networks [8] enforce conservation laws 

and improve generalisation in regimes where pure data-driven models extrapolate poorly. Reinforcement-learning 

controllers trained inside a twin and transferred to the physical system are now in production for HVAC, distribution-grid 

voltage control, and several manufacturing processes [10]. The persistent caution is that an AI controller is only as safe 

as the twin it was trained against; a poorly calibrated twin produces a poorly calibrated controller, and the failure mode 

can be expensive when the controller is closed-loop on a real asset. 
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It is worth ending on a practical observation about the people who actually run digital-twin platforms. The skill 

set required is unusual: domain knowledge of the physical asset, expertise in simulation, software-engineering discipline 

for the platform itself, and an increasingly demanding ML toolkit on top. Few organisations have this combination of 

skills natively, and the recurrent pattern is uneven staffing, where the simulation is excellent but the software platform is 

fragile, or where the platform is robust but the underlying physical model is poorly calibrated. The successful programmes 

invest in cross-functional teams from the outset and treat the twin as a long-lived product with its own roadmap, rather 

than as a project that ends at handover. The lifecycle questions, including how to validate twin updates against the physical 

asset, how to deprecate stale models, how to migrate data when sensors are upgraded, and how to retain knowledge as 

engineers turn over, look more like classical software-engineering questions than like the simulation problems that 

dominated early digital-twin literature. The next decade of progress in digital twins will probably depend less on better 

simulators or richer sensors, and more on the maturation of the surrounding engineering practice. That is an unglamorous 

prediction, but it matches what the deployments that have produced reliable returns actually look like in the field, and it 

points to where investment in talent and tooling will pay off most reliably over the coming years. 

IX. CONCLUSION 

Digital twins have moved from research demonstration to mainstream industrial practice. The combination of 

pervasive IoT sensing, edge and cloud computing, physics-informed and data-driven modelling, and emerging 

connectivity standards enables high-fidelity virtual replicas of physical systems used for monitoring, prediction, and 

control. Industry 5.0 imperatives human-centricity, sustainability, resilience make twins a strategic asset for the coming 

decade. Realising the full potential of digital-twin technology requires sustained attention to interoperability, security, 

lifecycle management, and the responsible use of AI components within the twin. As these mature, digital twins will form 

the operational backbone of cyber-physical systems across manufacturing, energy, healthcare, and the built environment. 

Looking forward, the integration of digital twins with generative AI is the most consequential research direction 

now visible. Generative models can bootstrap twin construction from sparse data, suggest plausible failure modes, and 

translate between informal natural-language requirements and formal simulation parameters. Each of these is, in principle, 

a productivity multiplier for the engineers who build and maintain twins. In practice, generative integration introduces its 

own validation burden because the outputs must be checked against the physical reality the twin claims to represent. The 

pattern that is starting to crystallise treats generative models as accelerators within a validated workflow rather than as 

autonomous twin builders. That framing is conservative but well matched to the consequences of acting on a poorly 

calibrated twin. As industrial deployment expands, the maturity of validation tooling, the discipline of cross-domain 

teams, and the standardisation of model exchange will matter more than the particular generative architecture in use. The 

digital twin field has a habit of absorbing successive AI waves into its working practice, and the present wave is unlikely 

to be different. The platforms that emerge from this period will look familiar in their architecture but will incorporate 

generative capabilities so deeply that the boundary between simulation, modelling, and content generation begins to blur 

in everyday engineering work. 
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